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Securing IoT 

 

What is IoT? 

The Internet of Things (IoT) refers to the billions of physicals devices around the world that 
are connected to the internet. We typically associate connected devices with mobile phones, 
computers and game consoles however more recently we have accepted that TV’s, music 
systems, heating and lighting are all frequently connected to the internet. Now, we see 
anything from home appliances to children’s soft toys being ‘connected’. These are all 
“things” and collectively we refer to them as Smart Home devices. This is just the tip of the 
iceberg. 
 
When considering the size and impact of IoT we must first recognise that Smart Home is only 
one area. All aspects of society are benefiting from IoT: travel, manufacturing, retail, 
buildings, city services and more. In fact, it is reasonable to consider that almost any physical 
object could be ‘connected’ by means of sensors. For example, a simple shelf in a shop could 
use sensors to monitor stock levels and report this information back to a warehouse. A 
humidity sensor in a greenhouse could report data back to a central analysis server. The 
ability to connect and centrally manage or monitor devices and information leads to limitless 
opportunity. This is why the Internet of Things is forecast to grow so fast and large. 

IoT landscape and challenges 

It is estimated that 20B devices will be connected to the internet by 20201.  The global 
Internet of Things (IoT) market is projected to grow from $2.99T in 2014 to $8.9T in 2020, 
attaining a 19.92% Compound Annual Growth Rate (CAGR).2 

Even with increasing reliance on machines globally there is still no common framework for 
security and privacy standards. Consumers, Industry and Governments use of IoT is at risk. 
The internet was not built with security at its core and as a result we have experienced 
numerous attacks on society (cyber terrorism, election fixing, data breaches etc).  

The risks associated with IoT are far more concerning than those of the past. Hackers now 
have the means to cause actual physical damage.  Take as an example a cardiac device with 
vulnerabilities enabling hackers to gain access and deplete the battery or administer 
incorrect pacing or shocks – this is a life-threatening scenario. 

Industry 4.0 

Industry 4.0, a term originating from a high tech German Government project and revived at 
the Hanover Fair in 2011, relates to the computerisation of manufacturing. It is now coined 
as the fourth Industrial Revolution encompassing industrial transformation, data exchanges, 
cloud, cyber-physical systems, robots, Big Data, AI, IoT and (semi-)autonomous industrial 
techniques.  

At its incipient stage its market was valued at $66.67B in 2016, and its growth is forecast in 
excess of $150B by 2022 at a CAGR of 14.72%.3 

                                                 
1 Source: Gartner, Feb 2017 
2 Source: Statista,   
3 Source: Market and Markets, May 2017 
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Industry 4.0 is already challenged. There is a considerable lack of standardisation and agreed 
scope on how to address the issue of security. The race to automate and the need to build a 
security infrastructure to keep pace with this has a disparity. The earlier example of a pace 
maker is dwarfed when compared to threats against Industry 4.0 – disruption to transport, 
factories, power, water, public services even nuclear reactors.   

Industry 4.0 needs a reliable, low cost and most importantly, easy to implement solution for 
security and privacy, often with a view to retrofitting an infrastructure that has no room to 
be adapted. 

Consider the horizon, smart homes, smart toys, autonomous vehicles, wearables, smart 
healthcare. The endless list and categories of IoT beyond Industry 4.0 is just that – endless. 
Businesses racing towards these emerging markets have yet to answer the key questions – 
how do I protect my customers?  How do I protect my reputation and revenue?  

We are experiencing the ripples of an Internet revolution where sci fi movies become reality. 
As citizens digitise their lives Governments are scrambling to deliver the right legislation. 
Meanwhile technology companies struggle to innovate to meet the ethical and technical 
demands for future generations.  

Scentrics Global Security Service Overview 

Rationale 
A fundamental objective for cyber security is to protect the confidentiality and/or integrity 
of information, both when it is stored and when it is in transit.  The information to be 
protected could include government or commercial secrets, health records for individuals, 
financial instruments, e.g. credit card numbers, and a host of types of personal information.  
Ensuring this information is properly protected is vital to the operation of the modern world. 
There are many ways information can be protected.  Traditionally, when information was 
primarily stored on paper, we relied on physical security, i.e. we locked information in safes 
and secure filing cabinets, we kept these in locked rooms, and we hired security staff to 
prevent unauthorised access to buildings.  Whilst such physical security measures are still 
required in the modern world, e.g. to protect computer servers, most critical information is 
today stored and communicated electronically.  Moreover, the means of communication are 
often inherently insecure (e.g. the public Internet), and data is stored in the cloud on servers 
located around the world – often we are completely unaware of where our data is located. 
Against this background, the use of cryptographic techniques, such as encryption and digital 
signatures, to protect information is absolutely vital.  Cryptography can be used to guarantee 
confidentiality, to enable detection of unauthorised changes, and to guarantee the origin of 
data.  Indeed, cryptography is very widely used today in a huge range of applications, and is 
fundamental to the correct operation of computers and the Internet. 
 
However, despite its success, there are major impediments to the deployment of 
cryptography, especially to protect information managed by individuals.  For example, whilst 
it is in theory possible for users to cryptographically protect sensitive emails so that they can 
only be read by their intended recipients, in practice this only happens in a small minority of 
cases.  Similarly, whilst it is theoretically possible to use cryptography to protect stored data, 
the vast majority of individuals store data in the cloud, including on social media sites, 
completely unprotected. 
 
The obvious question is ‘Why?’  That is, why don’t users avail themselves of the many 
cryptographic products that exist to protect their data?  The reason is clear – it is simply too 
difficult.  The underlying problem is something known as key management.  Essentially, in 
order to use cryptography, users must generate secret keys, i.e. secret values (a bit like 
passwords) which must be stored somewhere securely, since if the key is compromised then 
so is the data. 



 
 

 

 

 

 

 
 

Scentrics is the trading name of Scentrics Information Security Technologies Limited 3 
© 2018 Scentrics Information Security Technologies Ltd, all rights reserved 
 
 

 
Ensuring appropriate management and storage of these keys is intrinsically difficult.  Firstly, 
most user computers and phones do not have a secure place to store sensitive data, so that if 
the device is lost or stolen then the stored keys can be compromised.  Secondly, to enable a 
protected message to be accessed, the appropriate keys somehow need to be transmitted to 
the recipients in a way that preserves their secrecy and integrity – this is highly problematic.  
Thirdly, the keys must be stored long term, since if a key is used to encrypt stored data and 
the key is lost, then the data cannot be decrypted, i.e. it is essentially gone forever.  Fourthly, 
most users employ a variety of computers, including smart phones, tablets, notebooks and 
desktops, and if the key is stored on one device then it is typically not possible to access any 
protected data from another device.  These are just some of the many practical barriers to 
the effective use of cryptography for the individual. 
 
Addressing these barriers to the adoption of secure applications is the main purpose of the 
Scentrics key management solution. 
 

The Scentrics key management service 

 

The key innovation of Scentrics is to solve the key management problem in a way that makes 
life extremely simple for the end user, transparently supports the management and transport 
of cryptographic keys between individuals, enables users to transparently use multiple 
platforms and still access their keys, and provides a secure and long-term solution for key 
storage. 
 
This is achieved by the deployment of the Scentrics cloud-based global security service.  This 
generic service can be provided by Scentrics itself, or, in principle, by any other service 
provider prepared to licence the Scentrics software.  This service supports the full range of 
key management services, including key generation, key storage, key distribution, and key 
destruction, all under the control of the owner of the keys.  The provision of this service by a 
known and trusted party enables user confidence in the long-term security and management 
of their cryptographic keys, and hence of their data.  Most importantly, it enables users to 
choose who they trust, quite independently of what services they use for data storage and 
communication, i.e. it decouples the provision of data services and the trust that user rights 
over the data will be respected. 
 
Whichever device the user happens to be using, whenever a key is required the user simply 
authenticates himself or herself to the Scentrics server, and the keys are securely and 
automatically downloaded to the user device.  These keys are then used as necessary, and 
the local copies are deleted as soon as they are no longer required.  This means that loss of a 
phone or tablet does not compromise keys, since they are never stored long term on devices.  
Keys cannot be lost since they are securely stored by the Scentrics service provider. 
 
The fact that the Scentrics service is cloud-based enables simple and secure regulatory 
oversight, including lawful access to data.  Depending on the laws applying within the 
jurisdiction in which the service operates, lawful access can be given on a highly granular 
level to individual keys, e.g. enabling the decryption of individual protected data items, or 
equally all emails sent to or from a specified individual. 
 

Client functionality 

 

The key management functions provided by the Scentrics cloud service are complemented 
by software running on the user’s platform.  This software might, for example, take the form 
of a secure messaging application running on a user phone, capable of seamless secure 
communication with a corresponding secure email application running on a PC or iPad.  The 
client application communicates with the Scentrics cloud service using a standards-based 
secure protocol; this protocol enables the user authentication process and the download of 
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keys to the client to be protected against both passive eavesdroppers and more active ‘man 
the middle’ attackers.  It is important to note that not only is the communications protocol 
standards-based, but all key management and cryptographic functions are also built on 
internationally agreed standards.  This enables a high level of confidence to be derived in the 
security of the service. 
 
To greatly simplify the work of the developer, Scentrics also provide a client device software 
library, enabling simplified access to the Scentrics key management service for basic security 
functions such as message protection and object encryption.  Not only will this avoid the 
application developer having to understand the complexities of cryptography and the details 
of the Scentrics communications protocol, but the library will offer the same interface across 
multiple device types, enabling simpler porting of applications from one device type to 
another. 
 

The Scentrics service architecture 

 

The Scentrics server provides a single (http) interface for use by client applications.  This API 
is accessible via any TLS-secured http connection, i.e. via https. 
Two other web interfaces exist for management of user accounts: 
 

• the first enables users to manage their accounts using a web browser; 

• the second enables an administrator to manage the set of user accounts, again using 

a web browser. 

The server functions are supported by two main data repositories, storing (a) information on 
the current set of user accounts, and (b) cryptographic keys and associated metadata (the 
Scentrics key store). 
 
It is a fundamental part of the Scentrics design philosophy that long-term key management 
is server-based, whereas actual use of the keys is performed on the client platform.  Keys are 
securely downloaded to the client platforms whenever it is necessary to perform a 
cryptographic operation, and the local copy can then be deleted by the client application as 
soon as use is complete. 
  
Aside from the use of TLS, Scentrics predominantly uses symmetric key cryptography (AES-
based) with a key length of 256 bits. This key length is sufficient for long term post-quantum 
protection of encrypted data. Moreover, our use of symmetric key cryptography is highly 
efficient.    

The right security architecture for the future 

The problem 
In many, if not most, deployment scenarios, IoT devices will require the provision of security 
and privacy services.  If IoT devices are to authenticate one another or other Internet-
connected devices, such as servers, and if IoT devices are to communicate securely, then they 
will need to use cryptography.  The use of cryptography, in turn, means that all the 
participating devices will need to be equipped with cryptographic keys. 
 
One possible solution to this key management problem would be to equip all IoT devices with 
their own private keys for a public key cryptosystem, along with a digitally signed certificate 
for the matching public key.  IoT devices could then exchange certificates, enabling them to 
learn trusted copies of each other’s public keys.  This could then be used to bootstrap secure 
communications. 
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Whilst elegant in theory, such a Public Key Infrastructure (PKI) solution has huge problems 
in practice.  Knowing at the time of manufacture which other devices a new device will 
interact with is a very difficult problem, especially as CAs may come and go. 
 
A cloud-based approach 

The Scentrics global security service offers a radically different approach to solving the key 
management problem.  An IoT device, or IoT management system, only needs to be equipped 
with the means to authenticate to the Scentrics server and can then be provided with 
whatever keys it needs at the time.  That is, unlike a PKI-based solution where a complex web 
of trust relationships need to be established in advance, solving the key management 
problem is delegated to a trusted cloud service.  Moreover, the need for public key 
cryptography is largely eliminated, and where it might be required the choice of algorithm 
can be made flexible, future-proofing the system against a possible need to move to a 
quantum-computing-resistant cryptography. 

Conclusion 

Scentrics solution is a strong choice for the IoT world. The use of symmetric key 
cryptography means that our solution is already future-proof and post-quantum secure and 
at the same time highly efficient. Keys are only stored temporarily on devices and deleted 
after use, which means there are no significant memory requirements. Since keys are deleted 
after use, we are also well placed to comply with regulatory standards that demand keys and 
encrypted material to be stored separately. Ease of use is a significant advantage of Scentrics 
offer, users can have a simple web interface that gives them fine-grained control over who 
can access their data and set usage policies. Developers also benefit from Scentrics solution 
since the operations they care about can be accessed directly in the API facilitating rapid 
development and portability of solutions. Our system is highly flexible and can be used with 
a multitude of devices and ensures they can all work together. 

 


